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Help Protect Your Office From the Cyber Monsters!
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80% of Security Problems are Caused by Users
THINGS YOU CAN DO TO HELP KEEP YOUR OFFICE SAFE

#1 No Weak Passwords

» Use upper & lower case letters, along with numbers and
special characters (#!@%)

» You should have 8 or more characters

» Don’t use Dictionary words, Slang Names,
or the first part of your email address o

» Don'’t put your password on a post-it note,
and keep it on your computer or desk
» Don't disclose your passwords to anybody!

Care Less: Uses easy to break passwords and doesn’t
follow company policies.
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» Don't click links OR open attachments in unexpected emails
They are phishing emails ~ DELETE THEM!
» Call the sender if you are
LA %)
v -
» Don’t send banking details or W
passwords by email

not sure of the legitimacy of a
message you have recived

» Keep your anti-virus software S&me"===

& firewalls updated

» Don’t surf the web at work

» Don’t check your Yahoo or
AOL email from a work computer

» Don't visit Pinterest,
dating sites or Ebay from
a work computer

» Don't click videos posted to
Facebook on a work computer

» Anyone other than your I.T. Professional who calls asking to
get into your computer to fix a virus or any
other problem, are just hackers trying to
getin. They usually say they are calling
from Microsoft or Dell. Don'’t let them in
~ just hang up

» Only install approved programs
on your computer

» Most security threats arise from
carlessness

#4 It was a Worm Virus that Attacked

»The longer you let a virus go untreated, the more infected you
and your network can become ~ report it, don't risk it

»Don'’t turn off your virus
protection. If your computer is
running slow, contact your I.T.
Professional, they can fix it
without compromising
your Companies security

Vi Rus: Attacks anything and everything and slows
systems down to a hault!

#6 Ran_some Ware C§n Close Your
Business or Practice!

» A good offsite backup is the only thing
that will save your data and business
if you are held hostage

» Just because you have an Apple product
does NOT mean you are protected. Apple

products can also be infected g ¢ =
» If you get a popup stating you have T =55
been encrypted—unplug the network e

cable immediately and call your IT Professional
Ransome Ware: Holds your data hostage until you pay!

Flyer Compliments of GSG Computers, Inc. ~ 615-826-0017
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